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Computer Crimes

AnHOTamusi: B cratbe paccmaTpuBaeTCs OJHA U3 CaMBIX CEPHE3HBIX MPOOIEM
21 Beka. [IpectymieHusi, CBsI3aHHBIE C ICHS)KHBIMU CPEJCTBAMH, U3BECTHBI C TABHUX
BpPEMEH, HO ceiuac OHU CTaM 0oJiee M3OIMPEHHBIMU C TEXHUYECKOW TOUYKH 3PEHUSI.
JlaHHBIE  TIPECTYIUIGHWS C  HWCIOJIh30BAHMEM  KOMIIBIOTEpAa  COBEPINAIOTCS
MOIIIEHHUKAMH, JUYHOCTH KOTOPBIX HEW3BeCTHhI. O4eHb OBICTPO PACTET YHUCIIO
MOKyTaTeNIe, MpUOOPETAOIIMX TOBAPhI YEPe3 IUIATEKHBIC CHUCTEMBI B WHTEPHETE.
OHU PUCKYIOT «OTKPBITH» CBOHU JIaHHBIE KHOSPIPEeCTYMHUKY. B cTaThe mpencraBiieHa
uHbopMaIsl O Pa3IUYHBIX BUJAX KOMIIBIOTEPHBIX TNPECTYIUICHUH, TaKHX Kak
XUIICHAEC  KOMITBIOTEPHBIX  JAaHHBIX,  HECAHKIMOHWPOBAaHHBIA  JOCTYH K
KOMITBIOTEPHBIM CHCTEMaM C II€JIbI0 MCKa3uTh WM YHUYTOXUTH HH(OpMaIuio,
UCIIOJIb30BAaHUE  KOMIIBIOTEpAa I COBEPIICHHUS]  MPOTHUBO3AKOHHOM  WIIU
MOIIICHHUYECKOW ESITEIbHOCTH. ABTOPBI CTaTbH HAACIOTCS, YTO YHTATEIH IMOIydaT
Oonpiie MH(OpMAIMU MO MaHHOW MpoOJieMe M y3HAIOT, KaK HE CTaTh KEPTBOU

M0I00HBIX TIPECTYIIIICHUH.

KiroueBble c€Jji0Ba: KOMIBIOTEPHBIE MPECTYIUICHHS, HECAHKIMOHUPOBAHHBIN
JOCTYII, paclpe/iejieHHas aTaka Ha OTKa3 B 00CIIy>)KMUBaHHUHU, aTaka METOJIOM «Tpy0oii

CUJIBI», OOTHET.

Abstract. The article considers one of the most serious problems of the 21-st
century. Money related crimes has a long history but now they become more
technologically creative. These crimes involving computers are nameless and faceless.
The number of customers purchasing goods via the Internet through payment service
providers is growing rapidly. They run the risk of "opening" own data to a
cybercriminal. The article provides the information about different types of computer
crimes such as the theft of computer data, unauthorized access to a computer system in

order to damage or destruct the information, use of a computer to commit illegal or



fraudulent activities. The authors of the article hope the readers can be better informed
of the problem and how to prevent being a victim.
Key words: computer crimes, unauthorized intrusion, DDoS, brute force attack,

botnet.

Crimes existed long before computers, but many forms of crime have involved
computers since the twentieth century. At that time, the term “computer crime” was

coined. It describes a criminal activity involving computers.

According to Donna Batten "computer crime is the use of a computer to take or
alter data or to gain unlawful use of computers or services". With the increasing
prevalence of the computer and other technological devices, the amount of computer
crimes has skyrocketed. In 1987, a report by Ernst and Whinney found that
approximately $3-5 billion was lost each year due to computer crime. The increased
money loss can be attributed to the growing accessibility of the Internet, for Internet

service providers were starting to develop large customer bases.

A few years later, the Computer Emergency and Response Team at
Carnegie-Mellon university found that between 1991 and 1994, the percent of
intrusions in the United States increased by a whopping 498%. They also found
that the number of individual homes and office locations affected by computer cri

mes went up by 702%.

To help combat the exploding amount of computer crimes, a new team was for
med under the FBI- the National Computer Crime Squad. This team worked
exclusively on cases involving computer crimes, and between 1991 and 1997, it

investigated over two hundred individual cases.

As technology has no set form, there are many different avenues of attack that a
victim can fall susceptible to. The types of attacks listed below are just a short sampling

of existing threats.



Let’s have a look at Brute-Force Attack. This type of attack is typically used as
an end-all method to crack a difficult password. A brute-force attack is executed when
an attacker tries to use all possible combinations of letters, numbers, and symbols to
enter a correct password. Any password can be cracked using the brute-force method,
but it can take a very long time to finish. The longer and more intricate a password is,

the longer it will take a computer to try all of the possible combinations.

The following recommendations will help you to do it if a password attack is

possible:

1. Use a combination of letters, special characters and numbers for a password.
It would be perfect if the password contains 16 characters. It will take over 200 years

for an attacker to guess such a password.
2. Don’t save your password in web browsers.

3. Change your password from time to time. Do not enter usernames and

passwords in public places where video is installed.
4. Don’t use the same password for different accounts.
5. If possible, use two-factor authentication to confirm your identity.

Now let’s consider another type of attack. A denial-of-service (DoS) attack is a
special form of cyber attack that focuses on the interruption of a network service. This
is achieved when an attacker sends high volumes of traffic or data through the target
network until the network becomes overloaded. Think of a man juggling; he may be
able to juggle quite well when using three or four balls, but if someone throws more
balls into the fray and he tries to continue juggling with an increasing amount of balls,
he may lose control and drop them all. This is what happens when a network becomes

overloaded.

Typically, a DoS attack is carried out by one computer or one central location of
computers. A popular sub-category of DoS attacks is distributed denial-of-service

(DDoS) attacks. A DDoS attack varies from a regular DoS attack in which there are



multiple computers involved. The computers all work together by means of the Internet

to send traffic to the target network.

Another term commonly associated with DoS attacks is "botnet”. A botnet is a
group of computers that an attacker has taken control of for nefarious purposes. The
true owner of a computer often does not even realize that his/her computer has been
compromised. The compromised computers can be referred to as "bots™ or "zombies"
because they are under an influence other than their own. Using a botnet, an attacker
has the computing power necessary to launch a DDoS attack, making it easier to

overpower a target network.

DDOS attacks are often a consequence of personal grievances, political,

religious and other differences, the provocative behavior of the victim.
But are there any ways to protect your computer from such attacks?

Today it is impossible to be fully protected from DDoS-attacks because
absolutely secure systems do not exist. Besides, the human factor plays a big part
because any mistake set up by a system administrator can lead to very disastrous
consequences. However, despite all this, at this moment there are a lot of software and
hardware protection means and organizational methods of confrontation. The

following is a brief list of the main methods.

1. Software. There is modern software and hardware on the market. They are
able to protect small and medium businesses from weak DDoS attacks. These funds

usually represent a small server.

2. Reverse DDOS traffic used for the attack on the attacker. The attacked server
allows you not only to repel the attack successfully but also damage the server of the

attacker.

3. The use of equipment for DDoS attacks, for example, DefensePro®
(Radware), SecureSphere® (Imperva), Perimeter (MFI Soft), Arbor Peakflow®,

Riorey, Impletec iCore, and etc.



4. The acquisition of the service for protection against DDoS attacks will be

helpful in case of exceeding flood the bandwidth of a network channel.

This is not a complete list of recommendations on protection against DDOS. The

most important is that a user should keep a weather eye open.
It is necessary to emphasize the main points:
1. The users should know about new occurrences of attacks.

2. The users should know how to cope with these problems.
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